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 Due to some essential features of the images, such as volume data capacity and high 
correlation between pixels the former encryption techniques such as AES, DES and 

RSA are not appropriate for practical applications. In this case chaos based encryption 

techniques are considered suitable for practical use. Chaos-based algorithms have many 
distinctive characteristics such as the sensitive dependence on initial conditions, non-

periodicity, non-convergence, and control parameters. In this paper an overview of 

chaotic mapping techniques and image encryption algorithms that use of these 
techniques has been presented. 
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INTRODUCTION 

 

 Traditional image encryption algorithms such as private key encryption standards (DES and AES), public 

key standards such as Rivest Shamir Adleman (RSA), and the family of elliptic-curve-based encryption (ECC), 

such as the international data encryption algorithm (IDEA), may not be the most desired nominees for image 

encryption, particularly for fast and real-time communication applications. In recent years, numerous encryption 

techniques have been proposed. These encryption techniques can be classified into different categories such as 

value transformation; pixels position permutation and chaotic systems[1]. 

 In the first category, [2] presented an image encryption scheme based on iterative random phase encoding 

in gyrator transform domains. A two-dimensional chaotic mapping is employed to generate many random data 

for iterative random phase encoding. In [3], a color image encryption method using discrete fractional random 

transform and the Arnold transform in the intensity-hue-saturation (IHS) color space has been proposed. Each 

color space component is then encrypted independently with different approaches. In [4], an image encryption 

algorithm based on Arnold transform and gyrator transform has been proposed. The amplitude and phase of the 

gyrator transform are separated into several sub-images, which are scrambled using the Arnold transform. The 

parameters of gyrator transforms and separating scheme serve as the key of the encryption method. [5] proposed 

an image encryption algorithm based on fractional Fourier transform and which can be applied to the double or 

more image encryptions. The encrypted image is obtained by the summation of different orders of inverse 

discrete fractional Fourier transform of the interpolated sub-images. The whole transform orders of the utilized 

FRFT are used as the secret keys for the decryption of each sub-image. 

 In the second category, [6] used Peano-Hilbert curves as pixels position permutation to destroy the spatial 

autocorrelation of an image. [7] proposed image encryption scheme based on permutation-diffusion architecture 

and skew tent map system. In the proposed scheme, the P-box is chosen as the same size of original image, 

which shuffles the positions of pixels totally. To enhance the security, the key stream in the diffusion step 

depends on both the key and original image. [8] proposed to use ergodic matrices for scrambling and encryption 

of digital images. The authors analyzed the isomorphism relationship between ergodic matrices and 

permutation. [9] proposed an advanced permutation technique to confuse and diffuse the gray-scale image at the 

bit level, which changes the position of the pixel and modifies its value. This algorithm uses also the Arnold cat 

map to permute the bits and the logistic map to further encrypt the permuted image. 

 In this paper we first review the chaotic mapping techniques and then investigate the third category 

algorithms with more details. The rest of this paper is organized as follows: Section II presents an overview of 

chaos theory and chaotic systems. In section III, the most applicable chaotic maps in image encryption 
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algorithms are briefly described. The chaos-based image encryption algorithms are explained in section IV. The 

security of image encryption operation is provided in section V and conclusions are drawn in last section. 

 

Chaos Theory and Chaotic Systems: 

 Edward N Lorenz discovered chaos theory in 1963 [27]. Many different research areas, such as 

mathematics, physics, engineering, biology, economics, and philosophy, etc., have established chaos theory 

since 1970s. In common usage, chaos means a state of disorder. Since there is no generally accepted 

mathematical definition of chaos, a commonly used definition is that, for a dynamical system to be said as 

chaotic, it must have the following properties: Deterministic: the chaotic system is a nonlinear determinate 

system; Sensitivity of initial points: a minor change in initial point leads to two quite different sequences which 

are obtained from repeated calculations on a chaotic map with parameters; Sensitivity of parameters: a minor 

change in parameters leads to two quite different sequences which are obtained from repeated calculations on a 

chaotic map with initial points.; Randomness: chaotic sequences produced by chaotic maps are often pseudo-

random sequences and their structures are very complex to be analyzed and predicted.; Ergodicity of a chaotic 

signal: the performance of an encryption algorithm has the same distribution for any plaintext. 

 Since 1990s, many researchers have noticed that there exist the close relationship between chaos and 

cryptography[28]. The main difference between chaos theory and cryptography is that cryptosystems work on a 

finite field, while chaos is meaningful only on a continuum. Nevertheless, these two scientific notions are very 

closely related. Many fundamental concepts in chaos theory, such as mixing and sensitivity to initial conditions 

and parameters, actually coincide with those in cryptography. The mixing property is closely linked to the 

diffusion feature of cryptosystems Therefore, if one doesn‟t know both the exact parameters and the exact initial 

points, one cannot expect the motion of the chaotic sequences. In other words, chaotic systems can improve the 

security of image encryption systems. A variety of image encryption techniques have been proposed. Among 

them, chaos-based techniques have shown some exceptionally worthy properties in many concerned aspects 

regarding speed, complexity, security, computing power, computational overhead, and etc. 

 

Chaotic Maps: 

 Chaotic maps and cryptographic algorithms have some similar properties: both are sensitive to tiny changes 

in initial conditions and parameters; both have random like behaviors; and cryptographic algorithms shuffle and 

diffuse data by rounds of encryption, while chaotic maps spread a small region of data over the entire phase 

space through iterations. The only difference in this concern is that encryption operations are defined on finite 

sets of integers while chaos is defined on real numbers. Because of the exceptional properties of mixing and 

sensitivity to the initial conditions and parameters of chaotic maps, chaos-based encryption is a new and 

efficient way to deal with the intractable problem of fast and highly secure image encryption. Chaos based 

algorithms provide a suitable combination of speed, complexity, high security, rational computational overheads 

and computational power. We first review most applicable chaotic maps in image encryption algorithms and 

will investigate chaos-based image encryption algorithms in the next section. 

 

Logistic Map: 

It can be denoted as follows equation: 

 
 It is one of the simplest forms of a chaotic process. Basically, this map, like any one-dimensional map, is a 

rule for getting a number from a number. The parameter    is fixed, but if one studies the map for different 

values of   (up to 4, else the unit interval is no longer invariant) it is found that   is the catalyst for chaos. 

 

Tent Map: 

It can be denoted as follows equation: 

 

 In this equation,  and p is controllable parameter for chaotic maps, xi and xi+1 are the ith and the 

i+1th state of chaotic maps. For p < 1 the system converges to 0 for all initial conditions. If p = 1 then all initial 

conditions less than or equal to 0.5 are fixed points of the system, otherwise for initial conditions x0 > 0.5 they 

converge to the fixed point 1 – x0. 

Cat Map 

 It can be denoted as follows equation: 
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 Where, p and q are positive integers, det(A) = 1. The xn, yn are the original pixels position and xn+1, yn+1 are 

the pixels position when cat map is performed once. Cat map is a simple discrete system that stretches and 

``folds'' the trajectories in phase space, which is another typical feature of chaotic processes. The phase space for 

this simple system can be represented by a square, and the stretching and folding process is more apparent if we 

placed a picture of a cat in the square. One can then see the time evolution of the system by observing how the 

cat gets stretched, cut up, and then placed back into the square. Figure 1 shows the impact of cat map on Lena 

image. As shown in figure 1, the image histogram is robust against cat map. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: The impact of cat map on Lena image and its histogram. 

 

Henon map: 

It can be denoted as follows equation: 

 
 The Henon map is a prototypical two dimensional invertible iterated map represented by the state equations 

with a chaotic attractor and is a  simplified model of the Poincare map for the  Lorenz equation proposed by 

Henon in 1976. 

 The chaotic Henon mapping has been proposed as a method of generating pseudo-random sequences. With 

initial point (x0, y0), The pair (x, y) is the two-dimensional state of the system. When α=1.4 and β= 0.3, the 

system is in chaotic state. Henon showed that if the initial point lies in the area S defined by the four points (-

1.33, 0.42), (1.32, 0.133), (1.245, -0.14) and (-1.06, -0.5), then the subsequent points, (xi, yi) for i ≥1, also lie in 

S. 

 

Baker map: 

 The baker map, invented by Eberhard Hopf in 1937, is an intuitively accessible, two-dimensional chaos-

generating discrete dynamical system. Baker map is defined as follows: 

 

 

 

  

 The baker's map can be understood as the bilateral shift operator of a bi-infinite two-state lattice model. 

 

Chaos-based Image Encryption Algorithms: 

 So far, many chaos-based image encryption methods have been proposed. A short overview of the main 

recently proposed chaos-based image encryption schemes are presented in sequel. 

 In, an encryption method called Chaotic Key-Based image encryption Algorithm (CKBA) has been 

proposed. The algorithm first generates a time series based on a chaotic map, and then uses it to create a binary 

sequence as a key. According to the binary sequence so generated, image pixels are rearranged and then XOR or 

XNOR operated with the selected key. This method is very simple but has obvious defects in security. In Ref. 

[8], a scheme for binary images encoding has been presented. This method uses 1D chaotic map. In order to 

modify the pixel values, the algorithm uses the diffusion property of chaotic maps, where local information is 

spread out. [7], have proposed an image encryption method based on skew tent chaotic system and confusion–

diffusion architecture. In this paper, the P-box is chosen as the same size of original image, which shuffles the 

http://en.wikipedia.org/wiki/Shift_operator
http://en.wikipedia.org/wiki/Lattice_model_(physics)
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positions of image pixels totally. The key stream produced by chaotic map in the diffusion step depends on both 

the key (the initial value and the control parameters of the skew tent map) and the plain-image. 

 has suggested a new color image encryption algorithm based on DNA sequence addition. In this method, 

the location of pixels is shuffled by Chen‟s hyper-chaotic system and the pixel gray values of the original image 

are completely shuffled by the DNA sequence addition operation and the DNA complement operation. have 

proposed a color image encryption based on Coupled Nonlinear Chaotic Map (CNCM). This method employs a 

nonlinear chaotic algorithm to overcome the drawbacks of small key space and weak security in one-

dimensional logistic systems in which a 240 bit-long secret key has been used to generate the initial conditions 

and parameters of the chaotic map by making some algebraic transformations to the key. Algebraic 

transformations can improve the sensitivity to the change of any bit of the secret key. 

 Since images are usually represented as two-dimensional arrays, in order to fast de-correlate relations 

among pixels, a higher dimensional chaotic system is employed to shuffle the positions of image pixels. In [35] 

spatial chaos system has been used. The basic idea is to encode the image in space with spatial chaos map pixel 

by pixel, and then the pixels are confused in multiple directions of space. In [11], the two-dimensional chaotic 

cat map has been generalized to three-dimensional, and then used to design symmetric image encryption 

scheme. This algorithm uses the 3D cat map to change the positions of image pixels and employs another 

chaotic map to modify the relationship between the encrypted image and the original image. Also, in the two-

dimensional baker map has been extended to three-dimensional, and an image encryption scheme based on this 

3D baker map is proposed. (Behnia et al., 2008) have proposed an implementation of digital image encryption 

scheme based on the mixture of chaotic systems. They used high-dimensional chaotic systems such as a coupled 

map to enhance the cryptosystem security. 

 proposed an image encryption scheme based on the hyper-chaotic sequences. In his work, the image is 

converted to one-dimensional vector. In the key stream generating process, the hyper-chaotic sequences are 

improved and in two diffusion processes, the algorithm generates plaintext dependent final encryption key 

stream. However, encryption based on chaos is not always safe. [29] have suggested a new cryptosystem based 

on the iteration of a chaotic system. But [30] broken it with four cryptanalytic methods and pointed out some 

other weaknesses of this cryptosystem. Also, one-dimensional chaotic system with the advantages of high-level 

efficiency and simplicity has been used widely [19], but their weaknesses, such as small key space and weak 

security, are disturbing [23]. [3] have suggested an image encryption based on hyper-chaos, which uses an 

image total shuffling matrix to permute the pixel positions of the original image and then the states combination 

of hyper-chaos is employed to modify the gray level values of the permuted image. But, this algorithm suffers 

from weaknesses that make it vulnerable to the attacks reported in [33]. For example, in two attacks were 

presented to crack a recently chaotic cryptosystem. The generated key stream neither depends on the plaintext 

nor does it depend on the cipher-text, which makes it unchangeable in every encryption process. Moreover, the 

process of shuffling the image is predictable and attackers can extract the original image from the shuffled 

image. [34] have been demonstrated a new technique that uses digital signatures to encode the input image. The 

digital signature of the original image is added to the encrypted version of the image. The ciphered image is 

done using a suitable error control code. Thus, the digital signature is treated like additive noise. At the receiver 

end, the digital signature is extracted from the encoded image. But as mentioned in the proposed cryptosystem is 

insecure and has obvious security flaws. In fact, the secret key and the original image can be recovered 

efficiently by a brute-force attack. 

 

Image Encryption Security: 

 For image encryption, security is the primary requirement, thus the usage of chaotic maps should guarantee 

the security of a image. Security of an encryption method usually consists of its perceptual security, its key 

space, key sensitivity, and its ability against potential attacks. We describe each of them briefly. 

 Perceptual security: when we use a method to encrypt an image, if the encrypted image is not perceptual 

recognized, the encryption is secure in perception. 

 Key space: it is generally defined as the number of encryption keys that are available in the cryptosystem. 

Assume ki denotes a key and K represents a finite set of possible keys, the key space can be expressed as K = 

{k1, k2,..., kr}, where r is the number of key. For chaos-based encryptions, the chaotic sequence generator 

should produce chaotic ciphers with good randomness, which can be tested by long period, large linear 

complexity, randomness and proper order of correlation immunity. 

 Key sensitivity: an ideal image encryption should be sensitive with respect to the secret key i.e. the change 

of a single bit in the secret key should produce a completely different encrypted result, which is called key 

sensitivity. Generally, key sensitivity of a chaotic cipher refers to the initial states sensitivity and control 

parameters sensitivity of chaotic map. 

Potential attacks: here, we just introduce the common used attacks as following: 

• Ciphertext-only attack: it is an attack with an attempt to decrypt ciphertext when only the ciphertext itself is 

available. The opponent attempts to recover the corresponding plaintext or the encryption key. 
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• Known-plaintext attack: when having access to the ciphertext and an associated piece of plaintext, the 

opponent attempts to recover the key. 

• Chosen-plaintext attack: it is an attack where the cryptanalyst is able to choose his own plaintext, feed it into 

the cipher, and analyze the corresponding ciphertext. 

• Brute-force attack: it is a form of attack in which each possible key is tried until the success key is obtained. 

To make brute-force attack infeasible, the size of key space should be large enough. 

• Differential attack: it is a chosen-plaintext attack relying on the analysis of the evolution of the differences 

between two plaintexts. 

 Therefore, a secure encryption algorithm should be secure in perception, have large key space, high key 

sensitivity, and resist potential attacks. 

 

Conclusion: 

 Chaos-based image encryptions specify a class of very capable techniques, which can explain advantages 

over the conventional encryption approaches and can be used as the foundation of future research. However, 

chaos-based image encryption is not yet advanced and more efforts are needed for its further development 

toward practical applications with high security, low computational complexity, invariance of compression ratio, 

format compliance, real-time, multiple levels of security, and strong transmission error tolerance. 
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